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INTRODUCTION 
 

In 2008, the LGA standing committee on Issues Affecting Local 
Government Law was asked by the LGA Board to research and develop a 
handbook for use of the members on issues regarding electronic records 
management, with a focus on newly promulgated rules of discovery addressing 
“electronically stored information” or “ESI”. 
 

Committee members comprised: 
Jeff Mincks, Chair 
Steve MacIsaac, Vice Chair 
Cynthia Hudson 
Sally Little 
Norman Sales 
Curt Spears 
Liz Whiting 

 
Survey response to an inquiry by Norman Sales suggested that LGA 

jurisdictions largely have escaped a bruising introduction into the burdens 
imposed and issues posed in the keeping and production of ESI and a wide 
disparity in practices regarding electronic records management that may indicate 
that few local government lawyers have been asked to vet their jurisdiction’s 
policies. 
 

This handbook is divided into three chapters.   
 

Chapter 1 summarizes the purpose and substance of revisions to the 
Federal Rules of Discovery and Rules of Court of the Virginia Supreme Court.   
 

Chapter 2 explores (i) issues involved in the netherworld of “metadata” in 
the absence of rules governing practices by members of the Virginia State Bar; 
(ii) obligations imposed on local governments regarding the retention and 
disposition of electronic records and legal issues arising therefrom; and (iii) 
obligations of Virginia lawyers regarding retention of client records.   
 

Chapter 3 focuses on issues related to marshaling, storage and 
production of electronic records when litigation is expected and in the cauldron of 
combat. 

 
The Committee was not plowing virgin territory and we commend 

handouts available on the LGA website from conferences in the Spring of 2006 
and Fall of 2007. 
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Chapter 1 
 

ELECTRONICALLY-STORED INFORMATION IN 
LITIGATION: 

RULES OF DISCOVERY 
 
 1-1. FEDERAL RULES OF CIVIL PROCEDURE 

 
 On April 12, 2006, the United States Supreme Court approved, without 
comment or dissent, an entire package of proposed amendments to the Federal 
Rules of Civil Procedure relating to the discovery of "electronically stored 
information." The package which the Court adopted included revisions and 
additions to Rules 16, 26, 33, 34, 37, and 45 of the Federal Rules of Civil 
Procedure. The revised Rules took effect on December 1, 2006. While the 
package of amendments and explanatory notes, as approved by the Court, can 
be found at http://www.uscourts.gov/rules/EDiscovery_w_Notes.pdf; the revisions 
which the Court approved are summarized below.  However, as a starting point 
and to provide a general overview, it is useful to quote at length from Federal 
Judicial Center’s 2007 publication for judges concerning the import of the 
amendments to the Rules concerning management of electronic information:   
 

“Exchanging information in electronic form has significant 
benefits – it can substantially reduce copying, transport, and 
storage costs; enable the requesting party to more easily review, 
organize, and manage information; facilitate the use of 
computerized litigation support systems; and set the stage for the 
use of digital evidence presentation systems during pretrial and trial 
proceedings.  To ensure that these benefits are achieved and any 
problems associated with ESI are minimized, attorneys and parties 
should address ESI in the earliest stages of litigation, and judges 
should encourage them to do so. 

 
“All too often, attorneys view their obligation to “meet and 

confer” under Federal Rule of Civil Procedure 26(f) as a perfunctory 
exercise.  When ESI is involved, judges should insist that a 
meaningful Rule 26(f) conference take place and that a meaningful 
discovery plan be submitted.  Amended Rule 26(f) directs parties to 
discuss any issues relating to disclosure or discovery of ESI, 
including the form or forms in which it should be produced.  More 
specifically, the parties should inquire into whether there will be 
discovery of ESI at all; what information each party has in electronic 
form and where that information resides; whether the information to 
be discovered has been deleted or is available only on backup 
tapes or legacy systems; the anticipated schedule for production  
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and  the format  and  media of that production; the difficulty and 
cost of producing the information and reallocation of costs, if 
appropriate,  and  the  responsibilities of each party to preserve 
ESI. . . .     

 
“The Rule 16 conference and order afford the court the 

opportunity, early in the case, to discuss and memorialize the 
agreements or shared understandings that parties reach in their 
‘meet and confer’ session, and to resolve disputes that may have 
arisen.  Amended rule 16(b) provides that scheduling orders may 
include provisions for disclosure or discovery of ESI and any 
agreements that parties reach for asserting claims of privilege or of 
protections as train-preparation material after production.”  
Managing Discovery of Electronic Information: A Pocket Guide for 
Judges, Federal Judicial Center, p.4-5 (2007). 

  
 1-1.1.  Rule 16(b) Pretrial Conferences-Scheduling and Planning  
  Rule  
 
 The explanatory note to this amendment states that the revision to Rule 
16(b) is “designed to alert the court to the possible need to address the handling 
of discovery of electronically stored information early in the litigation if such 
discovery is expected to occur.” In doing so the court is advised to consider the 
Report from the parties which is now required by the revision to Rule 26(f), as 
discussed below. Such involvement, it is suggested, “will help avoid difficulties 
that might otherwise arise.” Rule 16(b)(8) requires that the district judge or 
magistrate judge enter a scheduling order, “as soon as practicable but in any 
event within 90 days after the appearance of a defendant and within 120 days 
after the complaint has been served on a defendant. Rule 16(b)(8) further 
provides the schedule, “shall not be modified except upon a showing of good 
cause and by leave of the district judge or, when authorized by local rule, by a 
magistrate judge.” 

 
 Rule 16(b) has also been revised to allow parties to execute agreements 
which facilitate discovery by minimizing the risk of waiver of privilege or work-
product protection in the scheduling order. In doing so the Court is once again 
advised to consider the revision to Rule 26(f) and add to the Court’s discovery 
plan that the parties enter into a case-management or other order adopting such 
agreements. For example, the parties may agree to what has been termed a 
“quick peek” agreement in which there is an initial exchange “of requested 
materials without waiver of privilege or protection to enable the party seeking 
production to designate the materials desired or protection for actual production, 
with the privilege review of only those materials to follow.” The comment goes on 
to note that, “Alternatively, they may agree that if privileged or protected 
information is inadvertently produced, the producing party may by timely notice 
assert the privilege or protection and obtain return of the materials without 
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waiver,” also known as a “clawback agreement.” Other arrangements are 
possible. In most circumstances, a party who receives information under such an 
arrangement cannot assert that production of the information waived a claim of 
privilege or of protection as trial-preparation material. 
 
 1-1.2.  Rule 26(a)(1)(B) General Provisions Regarding Discovery- 
  Initial Disclosures 
 
 The revision to Rule 26(a)(1)(B) requires that, “a party must, without 
awaiting a discovery request, provide to other parties . . .  a copy of, or a 
description by category and location of, all documents, electronically stored 
information, and tangible things that are in the possession, custody, or control of 
the party and that the disclosing party may use to support its claims or defenses, 
unless solely for impeachment.” The revision deleted the term “data 
compilations” previously found in the Rule, as unnecessary because it was felt to 
be defined by the term “documents” and the term “electronically stored 
information”. 
 
 1-1.3.  Rule 26(b)(2) General Provisions Regarding Discovery Scope  
  and Limits 
 
 The explanatory note to this revision is quite lengthy, however the 
commentary states, in part, that, “Under this rule, a responding party should 
produce electronically stored information that is relevant, not privileged, and 
reasonably accessible, subject to the (b)(2)(C) limitations that apply to all 
discovery. The responding party must also identify, by category or type, the 
sources containing potentially responsive information that it is neither searching 
nor producing.” The comment also notes that the identification, “should, to the 
extent possible, provide enough detail to enable the requesting party to evaluate 
the burdens and costs of providing the discovery and the likelihood of finding 
responsive information on the identified sources.”  In effect, this encourages the 
parties to negotiate a two-tiered approach to discovery of ESI in which 
information found in easily accessed sources is first addressed and then 
information contained in less accessible sources is considered and addressed as 
necessary. 
 

The comment provides that in the event that a source of ESI “is not 
reasonably accessible” the requesting party may still obtain discovery by showing 
good cause, “considering the limitations of Rule 26(b)(2)(C) that balance the 
costs and potential benefits of discovery.” The comment indicates that the 
decision to require a responding party to search for and produce ESI which is not 
reasonably accessible, “depends not only on the burdens and costs of doing so, 
but also on whether those burdens and costs can be justified in the 
circumstances of the case.” In conducting this proportionality analysis, the court 
may consider the following factors, “(1) the specificity of the discovery request; 
(2) the quantity of information available from other and more easily accessed 
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sources; (3) the failure to produce relevant information that seems likely to have 
existed but is no longer available on more easily accessed sources; (4) the 
likelihood of finding relevant, responsive information that cannot be obtained from 
other, more easily accessed sources; (5) predictions as to the importance and 
usefulness of the further information; (6) the importance of the issues at stake in 
the litigation; and (7) the parties’ resources.”1 

 
The revision clearly notes that the good-cause inquiry and investigation of 

Rule 26(b)(2)(C) limitations are tied to the court’s authority to set conditions in 
discovery, including limits on the amount, type, or sources of ESI required to be 
accessed and produced, as well as requiring that the requesting party pay all or 
part of the reasonable cost to get ESI from sources that are not reasonably 
accessible. It also provides that a requesting party’s willingness to share such 
costs may be considered by the court in deciding whether there is good cause; 
however the producing party’s burden in reviewing the information for relevance 
and privilege may weigh against permitting such discovery. 

 
  Finally, the limitations of Rule 26(b)(2)(C) apply to all discovery of 
electronically stored information, including that stored on reasonably accessible 
electronic sources. 

 
1-1.4. Rule 26(b)(5) General Provisions Regarding Privilege Claims  
 
The revision to Rule 26(b)(5)(A) provides a procedure whereby a party 

which has withheld information, “on the basis of privilege or protection as trial-
preparation material” can make the claim so that the requesting party can decide 
whether to contest the claim and the court can resolve the dispute. The revision 
to Rule 26(b)(5)(B) addresses previous concerns, “that the risk of privilege 
waiver, and the work necessary to avoid it, add to the costs and delay of 
discovery.” The comment therefore notes that, “Rule 26(b)(5)(B) is added to 
provide a procedure for a party to assert a claim of privilege or trial-preparation 
material protection after information is produced in discovery in the action and, if 
the claim is contested, permit any party that received the information to present 
the matter to the court for resolution.” Because the process set forth is quite 
                                                 
1 Moore’s Federal Practice suggests that the following investigation and disclosures 
should meet the basic requirements of the Rule:  “The disclosing party should identify 
the nature of its computer system – including back-up system, network system, and e-
mail system – as well as any software applications used to operate those systems.  
However, the disclosing party should not be required to attempt to search back-up 
systems or to retrieve deleted files in an exhaustive effort to locate all potentially relevant 
evidence as part of this initial disclosure obligation.  Further, a party should not be held 
liable for sanctions or other penalties for failing to disclose this evidence as part of its 
initial disclosure obligation, even when that evidence is subsequently used in the 
litigation.  The difficulty in retrieving this information provides ‘substantial justification’ to 
excuse such an exhaustive search effort.”  J.M.Moore, Moore’s Federal Practice 
§37A.21[1] (3d ed. 2005).  Managing Discovery of Electronic Information: A Pocket 
Guide for Judges, Federal Judicial Center, p.6 (2007). 
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detailed, readers are urged to read the comment at pages 17-20 of the following 
link, found at http://www.uscourts.gov/rules/EDiscovery_w_Notes.pdf. 
 

1-1.5  Rule 26(f) General Provisions Regarding Party Conference to 
 Plan Discovery  
 

 Rule 26(f) has been amended to direct the parties to discuss the discovery 
of ESI during a discovery-planning conference. Because the rule focuses on 
issues which arise from the disclosure and/or discovery of ESI, no discussion is 
required in cases which do not involve electronic discovery. However if the case 
does involve the discovery of ESI the comment provides that, “the issues to be 
addressed during the Rule 26(f) conference depend on the nature and extent of 
the contemplated discovery and on the parties’ information systems.” The 
comment stresses that it is very important that both of the parties discuss those 
systems, and critical that counsel become familiar with these information systems 
before the conference in order to allow the parties to develop a discovery plan 
that is compatible with the capabilities of their computer systems.2  

 
The comment notes that the particular issues regarding ESI which 

deserve attention during the discovery planning stage are case specific and cites 
several examples. For example, in a case where the parties have specified the 
topics for discovery of ESI and the time period during which discovery will be 
sought, the comment suggests that the parties might, “identify the various 
sources of such information within a party’s control that should be searched for 
electronically stored information. They may discuss whether the information is 
reasonably accessible to the party that has it, including the burden or cost of 
retrieving and reviewing the information. See Rule 26(b)(2)(B). Rule 26(f)(3) 
explicitly directs the parties to discuss the form or forms in which electronically 
stored information might be produced. The parties may be able to reach 
agreement on the forms of production, making discovery more efficient.” Please 
note that this provision can be particularly important with regard to ESI because 
the volume and dynamic nature of ESI quite possibly may complicate 
preservation obligations and the failure to address preservation issues early in 
the litigation substantially increases uncertainty and raises the risk that disputes 
will occur.  Beyond this, Rule 26(f) also expects the parties to discuss matters 
related to ESI that involve claims of privilege and protection of trial preparation 
materials.  
  

                                                 
2 “A failure to acquire sufficient knowledge to engage in such discussions arguably 
violates the ethical obligation to provide competent representation.  See ABA Model 
Rules of Professional Conduct Report 1.1 (2002) (‘Legal knowledge, skill, thoroughness 
and preparation reasonably necessary for the representation.’)” Thomas Y. Allman, 
Managing Preservation Obligations After the 2006 Federal E-Discovery Amendments, 
13 Rich.J.L. & Tech. 9, f.n. 59. 
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 1-1.6.  Rule 33(d) Interrogatories:  Option to Produce Business   
  Records 

 
 The revision to Rule 33(d) specifically addresses situations in which the 
answer to an interrogatory may be “derived or ascertained” from business 
records, including ESI, of the party who has been served with the interrogatory or 
“from an examination, audit or inspection of such business records, including a 
compilation, abstract or summary thereof,”. The Rule provides that, “if the burden 
of deriving or ascertaining the answer is substantially the same for the party 
serving the interrogatory as for the party served, it is a sufficient answer to such 
interrogatory to specify the records from which the answer may be derived or 
ascertained and to afford to the party serving the interrogatory reasonable 
opportunity to examine, audit or inspect such records and to make copies, 
compilations, abstracts, or summaries.” The Rule does however require that such 
specification “shall be in sufficient detail to permit the interrogating party to locate 
and to identify, as readily as can the party served, the records from which the 
answer may be ascertained.” 
 
 The comment explains that the revision to the Rule allows a responding 
party to substitute access to documents or ESI only if the burden of deriving the 
answer will be substantially the same for either party. The comment observes 
that, “Depending on the circumstances, satisfying these provisions with regard to 
electronically stored information may require the responding party to provide 
some combination of technical support, information on application software, or 
other assistance. The key question is whether such support enables the 
interrogating party to derive or ascertain the answer from the electronically stored 
information as readily as the responding party. A party that wishes to invoke Rule 
33(d) by specifying ESI may be required to provide direct access to its electronic 
information system, but only if that is necessary to afford the requesting party an 
adequate opportunity to derive or ascertain the answer to the interrogatory.” The 
comment concludes that in light of the direct access allowed by the Rule 33 a 
responding party’s need to protect its confidentiality or privacy interests “may 
mean that it must derive or ascertain and provide the answer itself rather than 
invoke Rule 33(d).” 
 
 1-1.7. Rule 34(a) Production of Documents and Electronically Stored  
  Information:  Scope 

 
 The comment observes that revised Rule 34(a) confirms that the 
“discovery of electronically stored information stands on equal footing with 
discovery of paper documents. The change clarifies that Rule 34 applies to 
information . . . in a tangible form and to information that is stored in a medium 
from which it can be retrieved and examined.” The revised Rule includes ESI, in 
any form, including email and the comment observes that the rule even 
encompasses, “future developments in computer technology.” 
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 The revised Rule additionally requires, if necessary, that a party producing 
ESI translate it into reasonably usable form and further expressly allows a party 
to request an opportunity to test or sample materials sought under the rule in 
addition to inspecting and copying them. The comment cautions that “Courts 
should guard against undue intrusiveness resulting from inspecting or testing 
such systems” because such inspection or testing might raise issues of 
confidentiality or privacy.  
 
 1-1.8. Rule 34(b) Production of Documents and ESI:  Procedure 
 
 The revision to Rule 34(b) specifically provides that, “The request may 
specify the form or forms in which electronically stored information is to be 
produced.” The comment observes that, “The form of production is more 
important to the exchange of electronically stored information than of hard-copy 
materials, although a party might specify hard copy as the requested form. 
Specification of the desired form or forms may facilitate the orderly, efficient, and 
cost-effective discovery of electronically stored information.” The revised rule 
takes into account that different forms of production might be appropriate for 
different types of ESI. For example, the comment suggests that, “Using current 
technology . . . a party might be called upon to produce word processing 
documents, email messages, electronic spreadsheets, different image or sound 
files, and material from databases. Requiring that such diverse types of 
electronically stored information all be produced in the same form could prove 
impossible, and even if possible could increase the cost and burdens of 
producing and using the information. The rule therefore provides that the 
requesting party may ask for different forms of production for different types of 
electronically stored information.” 
 
 The revision to Rule 34 further provides that a responding party “shall 
state, with respect to each item or category, that inspection and related activities 
will be permitted as requested, unless the request is objected to, including an 
objection to the requested form or forms for producing electronically stored 
information, stating the reasons for the objection. If objection is made to part of 
an item or category, the part shall be specified and inspection permitted of the 
remaining parts. If objection is made to the requested form or forms for producing 
electronically stored information — or if no form was specified in the request — 
the responding party must state the form or forms it intends to use.”  
 

The revised Rule further provides a process if the requesting party is not 
satisfied with the form set forth by the responding party, or if the responding party 
has objected to the form specified by the requesting party; in either case, the 
parties must meet and confer under Rule 37(a)(2)(B) in an effort to resolve the 
matter before the requesting party can file a motion to compel. It further provides 
that if the parties can’t reach an agreement and the court consequently resolves 
the dispute, the court is not limited to the forms chosen or suggested by the 
parties or the comment observes that, “even to the form specified in the rule for 
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situations in which there is no court order or party agreement.” In the event that 
the form of production is not specified by party agreement or court order, the 
revised Rule requires the responding party to produce ESI either in a form or 
forms in which it is ordinarily maintained or in a reasonably usable form or forms. 
However the comment indicates that the option to produce ESI in a reasonably 
usable form does not mean that a responding party is free to convert ESI from 
the form in which it is ordinarily maintained in order to make it more difficult or 
burdensome for the requesting party to use the information efficiently in the 
litigation. The comment states, “If the responding party ordinarily maintains the 
information it is producing in a way that makes it searchable by electronic means, 
the information should not be produced in a form that removes or significantly 
degrades this feature.” 

 
 1-1.9. Rule 37(f) Failure to Disclose:  Sanctions Regarding  
  Electronically Stored Information 

   
The revision to Rule 37(f) provides that, “Absent exceptional 

circumstances, a court may not impose sanctions under these rules on a party 
for failing to provide electronically stored information lost as a result of the 
routine, good-faith operation of an electronic information system.” This is 
because, the comment notes, so many steps essential to computer operation 
may alter or destroy information, for reasons that have nothing to do with how 
that information might relate to litigation.  

 
According to the comment, good faith, “in the routine operation of an 

information system may involve a party’s intervention to modify or suspend 
certain features of that routine operation to prevent the loss of information, if that 
information is subject to a preservation obligation. A preservation obligation may 
arise from many sources, including common law, statutes, regulations, or a court 
order in the case.” The comment notes that the good faith requirement of Rule 
37(f) does not allow a party to exploit the routine operation of an information 
system in order to thwart discovery obligations by allowing that operation to 
continue in order to destroy specific stored information that it is required to 
preserve. Most importantly the comment concludes that, “When a party is under 
a duty to preserve information because of pending or reasonably anticipated 
litigation, intervention in the routine operation of an information system is one 
aspect of what is often called a “litigation hold.” Among the factors that bear on a 
party’s good faith in the routine operation of an information system are the steps 
the party took to comply with a court order in the case or party agreement 
requiring preservation of specific electronically stored information.” It is also 
important to remember that one factor which courts will invariably consider is 
“whether the party reasonably believes that the information on such sources is 
likely to be discoverable and not available from reasonably accessible sources.”  
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1-1.10.   Rule 45 Subpoenas 
 
 Because of the revisions discussed above, Rule 45 was amended so that 
the provisions for subpoenas would conform to the revisions related to discovery 
of ESI. The revision to Rule 34 regarding the production of ESI, required that 
Rule 45(a)(1)(C) be revised to recognize that ESI, as defined in Rule 34(a), can 
also be sought by subpoena. Similarly, Rule 45(a)(1) was amended to provide 
that a subpoena can designate a form or forms for production of electronic data 
and Rule 45(d)(1)(B) was amended to provide that if the subpoena does not 
specify the form or forms for ESI, the person served with the subpoena must 
produce ESI in a form or forms in which it is usually maintained or in a form or 
forms that are reasonably usable. Rule 45(d)(1)(C) was also added so that a 
person producing ESI would not have to produce the same information in more 
than one form unless ordered to do so by the court for good cause. 
 

Because the receipt of a discovery subpoena for ESI may impose burdens 
on nonparties, Rule 45(c) now provides such nonparties protection from undue 
impositions. The comment notes that Rule 45(c)(1) directs that a party serving a 
subpoena “shall take reasonable steps to avoid imposing undue burden or 
expense on a person subject to the subpoena,” and Rule 45(c)(2)(B) permits the 
person served with the subpoena to object to it and directs that an order requiring 
compliance “shall protect a person who is neither a party nor a party’s officer 
from significant expense resulting from” compliance.” (Emphasis added) In 
addition, Rule 45(d)(1)(D) was added to provide that the responding person need 
not provide discovery of electronically stored information from sources the party 
identifies as not reasonably accessible, unless the court orders such discovery 
for good cause, considering the limitations of Rule 26(b)(2)(C), on terms that 
protect a nonparty against significant expense.  

 
1-2.  RULES OF THE SUPREME COURT OF VIRGINIA 

 
 In June of 2007, the Advisory Committee on Rules of Court, acting at the 
direction of the Chief Justice of the Supreme Court of Virginia, prepared an initial 
and unapproved "discussion draft" of possible rules amendments related to the 
discovery of ESI. The "discussion draft" was circulated and in response to 
comments received from several affected legal groups,  the  Advisory  
Committee on Rules of Court published what it called “Tentative Draft Rules” on  
October 1, 2007. These draft rules, which can be found at 
http://www.courts.state.va.us/scv/reports/ediscovery.pdf, were then discussed 
and approved by the Advisory Committee at the Committee's meeting in April, 
2008 and the proposed amendments were then recommended to the Judicial 
Council of Virginia and the Supreme Court. On October 31, 2008 the “Tentative 
Draft Rules” were approved, with mostly minor revisions, and promulgated by 
Order of the Court as Amended Rules of Court, effective January 1, 2009. The 
Amendments to Rules 4:1; 4:4, 4:8, 4:9, 4:9A and 4:13 are summarized below. 
(A detailed description of the rule change process can be found at 
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http://www.creagerlawfirm.com/wp-content/uploads/summary-by-roger-t-creager-
of-status-of-proposed-rule-changes-regarding-discovery-of-electronically-stored-
information.pdf. ) 
 
 1-2.1.   Rule 4:1 General Provisions Governing Discovery 
 
 The sole revision to Rule 4:1(a) is that the Rule now includes the term, 
“electronically stored information”. However, Rule 4:1(b) was significantly 
expanded by the addition of a new subpart to former Rule 4:1(b)(6) as well as the 
addition of new subsections (7) and (8). It is interesting to note that the new 
subpart, Rule 4:1(b)(6)(ii), was significantly changed as the initial “discussion 
draft” became the Amended Rule. As initially drafted the discussion draft 
addressed situations where an arguably privileged or protected item has been 
inadvertently produced. The final Amendment deleted the “inadvertent 
production” provision and provides for, what is in essence a “clawback 
agreement”. If a producing party believes that a document or ESI that has 
already been produced “is privileged or its confidentiality is otherwise protected” 
the receiving party may be notified of such claim and the basis for the claimed 
privilege or protection. Upon receipt of the notice, the receiving party “shall 
sequester or destroy its copies thereof, and shall not duplicate or disseminate 
such material pending disposition of the claim of privilege or protection by 
agreement, or upon motion by any party. If a receiving party has disclosed the 
information before being notified of the claim of privilege or other protection, that 
party must take reasonable steps to retrieve the designated material. The 
producing party must preserve the information until the claim of privilege or other 
protection is resolved.”  
 
 New subsection Rule 4:1(b)(7) is entitled “Electronically Stored 
Information” Pursuant to this provision a party is not required to provide discovery 
of ESI from sources that the party identifies as “not reasonably accessible 
because of undue burden or cost.” However the Rule provides that even if the 
party making the objection successfully meets the burden of proof and satisfies 
the court that the information is not reasonably accessible because of undue 
burden or cost; “the court may nonetheless order discovery from such sources if 
the requesting party shows good cause, considering the limitations of Rule 
4:1(b)(1). The court may specify conditions for the discovery, including allocation 
of the reasonable costs thereof. “  
 
 New subsection 4:1(b)(8) was also a significantly changed during the 
discussion and consideration process, as it was not originally part of the October 
2007 “discussion draft”. As included in the final Amendment, the rule, entitled, 
“Pre-Motion Negotiation” is a nearly verbatim restatement of the next to last 
paragraph of Rule 4:12(a) and requires that any motion must be accompanied by 
a certification that the movant “has in good faith conferred or attempted to confer 
with other affected parties in an effort to resolve the dispute without court action.” 
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 1-2.2. Rule 4:4. Stipulations Regarding Discovery 
 
 Just as in revision to Rule 4:1(a), the sole revision to Rule 4:4 is that 
stipulations may now also be made with regard to “electronically stored 
information”. 
 

1-2.3. Rule 4:8(f) Interrogatories to Parties - Option to Produce 
 Business Records 

 
 Again the revision to Rule 4:8 has been mostly cosmetic. Rule 4:8(f) now 
specifies that if the answer to an interrogatory may be derived or ascertained 
from the business records, that such records now also include ESI. Additionally, 
the subpart has been revised by addition of this final sentence: “A specification of 
electronically stored information may be made under this Rule if the information 
will be made available in a reasonably usable form or forms.” 
 

1-2.4. Rule 4:9. Production by Parties of Documents, Electronically 
Stored Information, and Things; Entry on Land for Inspection 
and Other Purposes; Production at Trial  

 
The Amended Rules completely deconstructed the old Rule; indeed the 

introduction to the “Tentative Draft Rules” notes, “Finally, in response to 
suggestions by bar groups, the Advisory Committee agreed that the Rules will be 
less confusing if the provisions for non-party subpoenas are separated from the 
rule on party discovery by way of documents under Rule 4:9. As a result, the 
provisions currently in Rule 4:9 with respect to subpoenas duces tecum have 
been pulled out to form a separate proposed rule, and the same "e-discovery" 
edits have been made to that rule, now numbered 4:9(A).” Therefore, amended 
Rule 4:9 now deals only with parties and has been significantly modified. Sadly, 
pursuant to Rule 4:9(a), a party may no longer request that the other party permit 
that he or she be allowed to inspect and copy any “phono-records” as the term 
“phono-records” has now been deleted from the Rule and consigned to the 
“dustbin of history”. As amended, Rule 4:9(a) now allows a requesting party to 
“test or sample” ESI, “stored in any medium from which information can be 
obtained, translated, if necessary, by the respondent into reasonably usable 
form), or to inspect, and copy, test, or sample any designated tangible things 
which constitute or contain matters within the scope of Rule 4:1(b) and which are 
in the possession, custody, or control of the party upon whom the request is 
served”  

 
The amendment to Rule 4:9(b) now has three subparts – 4:9(b)(i) Initiation 

of the Request, 4:9(b)(ii) Response, and 4:9(b)(iii) Organization, Reasonable 
Accessibility, and Forms of Production. Subpart (b)(i) provides that a request for 
production, may in addition to specifying, “a reasonable time, place, period and 
manner of making the inspection and performing the related acts”, also “may 
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specify the form or forms in which electronically stored information is to be 
produced.”  

 
Subpart (b)(ii) has been revised so that if the responding party objects to 

the requested form or forms for producing ESI, or if no form was specified in the 
request, the responding party “must state the form or forms it intends to use.” 
Similar to Rule 4:1(b)(8), this subpart was also a significantly changed during the 
discussion and consideration process, and the Court has added a requirement 
that the moving party provide a good faith certification, a requirement which was 
not included in the October 2007 “discussion draft”.  

 
The most significant amendment, is new subpart (b)(iii) which also 

contains three subparts, with subparts (b)(iii)(B) and (b)(iii)(C) having been newly 
added. The new language in subpart 4:9 (b)(iii)(B) is identical to Rule 4:1(b)(7) 
and similarly allows for the discovery of ESI from sources which are not 
reasonably accessible due to an undue burden or cost, if the requesting party 
has established good cause, although of course a court may specify conditions 
for the discovery, including allocation of the reasonable costs thereof.” Subpart 
4:9 (b)(iii)(C) establishes the appropriate procedure if a request does not specify 
the form or forms for the production of ESI, in which case, “a responding party 
must produce the information as it is ordinarily maintained if it is reasonably 
usable in such form or forms, or must produce the information in another form or 
forms in which it is reasonably usable. A party need not produce the same 
electronically stored information in more than one form.”  

 
1-2.5. Rule 4:9A. Production from Non-Parties of Documents, 

Electronically Stored Information, and Things and Entry on 
Land for Inspection and Other Purposes; Production at Trial. 

 
As noted above, new Rule 4:9A is old Rule 4:9 (C) (which was previously 

entitled, “Production by a Person”), however it has been renumbered and 
significantly reconstructed. The Rule has been greatly simplified as it relates to a 
subpoena duces tecum issued by the clerk of court. Rule 4:9A (a) (1) requires, a 
written request, filed with the clerk of the court in which the action or suit is 
pending, by counsel of record for any party (or by a party having no counsel in 
any pending case), and “a certificate that a copy thereof has been served 
pursuant to Rule 1:12 upon counsel of record and to parties having no counsel” 
whereupon, “the clerk shall issue to a person not a party therein a subpoena 
duces tecum subject to this Rule.” Unfortunately, the revision with regard to a 
subpoena duces tecum issued by an attorney-at-law (previously found at Rule 
4:9 (c)(2)) has not been simplified and there have been many significant 
changes. Because the changes are numerous and the process set forth is quite 
detailed I would urge the reader to carefully read “the mark up” of Rule 4:9A (a) 
(1) found at pages 6-8 of the discussion draft, which as noted above, can be 
found at http://www.courts.state.va.us/scv/reports/ediscovery.pdf.  
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1-2.6. Rule 4:12 Failure to Make Discovery; Sanctions 
 
 The amendment to Rule 4:12 was accomplished by adding Rule 

4:12 (e) in order to specifically address ESI. The Amendment is clear and 
concise, and specific in mandating that, “Absent exceptional circumstances, a 
court should not impose sanctions upon a party for failing to provide 
electronically stored information lost as a result of the routine, good-faith 
operation of an electronic information system.” Please note that this is almost 
exactly the same language which is found in Rule 37(f) of the Federal Rules of 
Civil Procedure 
 

1-2.7. Rule 4:13. Pretrial Procedure; Formulating Issues 
 

 The last of the Amended Rules, Rule 4:13, adds three additional ESI 
related subparts to the litany of subjects which may be considered at a pre-trial 
conference. Newly added Rule 4:13 (8) addresses issues relating to the 
preservation of potentially discoverable information, including electronically 
stored information and information which might be located in sources which are 
not believed to be reasonably accessible because of undue burden or cost; Rule 
4:13 (9) provides for disclosure or discovery of electronically stored information; 
and Rule 4:13 (10) to discuss any agreements reached by the parties regarding 
claims of privilege or as to the  protection of trial-preparation material after 
production.  
 

CONCLUSION 
 
 Unfortunately, litigation in federal court as well as in Virginia circuit courts 
now requires litigators of the Luddite persuasion to cease protesting the 
mechanized and computerized world in which we live and emerge into the world 
of terabytes and metadata. As the discussion which follows makes clear, the 
failure to do so will exact a steep price.   
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Chapter 2 
Metadata and Electronic Records 

 
2-1. METADATA 
 
 2-1.1. What It Is 
 
 “Metadata” is often used to describe “data about data.”  For the purposes 
of this discussion, the term will be used to describe information that is embedded 
in an electronic record (such as a word processing document, spreadsheet or 
database) which is not viewable upon an ordinary examination of the record.  
This type of electronically embedded information usually describes the “who, 
what, when, where, why and how” a document was created.  The significance of 
metadata has been explained as follows: 
 

Metadata may reveal who worked on a document, the name of the 
organization that created or worked on it, information about prior versions 
of the document, recent revisions, and comments inserted in the 
document during drafting or editing... . The hidden text may reflect 
editorial comments, strategy considerations, legal issues raised by the 
client or the lawyer, or legal advice provided by the lawyer. 
 

ABA/BNA Lawyers’ Manual on Professional Conduct 21 Current Rep. 39 (2004). 
 
 Some forms of metadata are easily accessible by methods as simple as 
clicking on a file’s “Properties” within Microsoft Windows, or by “revealing codes” 
in Microsoft Word.  Other forms of metadata may require specialized software to 
access, but are available to a well-equipped recipient. 
 
 2-1.2. Its Uses and Hazards 
 
 There are many constructive uses for metadata.  For instance, the ability 
to attribute comments to the proper person during editing, or the ability to view 
previously deleted versions of a document can be quite valuable.  But attorneys 
must be mindful that the existence of metadata in electronic documents can 
cause serious problems.  If an attorney prepares an electronic document and 
ultimately decides to remove confidential information from a previous draft, a 
recipient of that electronic document may still be able to find the confidential 
information that was deleted.  Similarly, a recipient may be able to identify the 
author of the record, read comments from others who have reviewed the 
document electronically, or even determine the server where the document is 
electronically stored.  Obviously, transmission of any of these kinds of 
information can carry disastrous consequences. 
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 2-1.3. Ethical Issues Posed  
 
 The inadvertent transmission of metadata may pose ethical concerns for 
the unwary practitioner as well.  Different jurisdictions have come down on 
different sides of the issue.  The New York State Bar was the first to issue an 
opinion on the ethics of mining metadata.  In 2001, the New York State Bar 
adopted the position that “[a] lawyer may not make use of computer software 
applications to surreptitiously ‘get behind’ visible documents or to trace e-mail3.”  
The New York State Bar revisited the issue approximately three years later, 
stating that a lawyer has “an obligation not to exploit an inadvertent or 
unauthorized transmission of client confidences or secrets4.”  It also placed a 
duty on lawyers to take reasonable steps to ensure that they do not disclose their 
clients’ confidential information when sending documents by e-mail5.  
Interestingly, the New York State Bar seemed to consider the transmission of 
metadata to be “inadvertent,” even when the sender clearly intended to send the 
document to which the metadata attached. 
 
 The American Bar Association appeared to reject the New York approach 
with the issuance of Formal Opinion 06-442 in August of 2006.  In that opinion, 
the ABA stated that: 
 

The Model Rules of Professional Conduct do not contain any specific 
prohibition against a lawyer’s reviewing and using embedded information 
in electronic documents, whether received from opposing counsel, an 
adverse party, or an agent of an adverse party. A lawyer who is 
concerned about the possibility of sending, producing, or providing to 
opposing counsel a document that contains or might contain metadata, or 
who wishes to take some action to reduce or remove the potentially 
harmful consequences of its dissemination, may be able to limit the 
likelihood of its transmission by ‘scrubbing’ metadata from documents or 
by sending a different version of the document without the embedded 
information. 
 

With this opinion, the ABA placed the duty to “scrub” metadata from documents 
squarely on the sender, while imposing no limit on the recipient’s ability to mine 
the metadata for information. 
 
 Despite the ABA’s formal opinion, Florida and Alabama adopted the New 
York position over the next several months.  The Florida Bar and the Alabama 
Bar each required sending attorneys to take reasonable care to avoid the 
disclosure of their clients’ confidential information in sending documents, 
including metadata, but clearly stated that recipients should not examine 
documents for information contained in metadata6. 
                                                 
3 New York State Bar Opinion 749. 
4 New York State Bar Opinion 782. 
5 Id. 
6 Florida Ethics Opinion 06-2; Alabama Ethics Opinion Number: 2007-02 
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 By contrast, the District of Columbia Bar and the Maryland Bar adopted 
positions similar to that articulated by the ABA, at least in part.  District of 
Columbia Bar Opinion 341 stated that: 
 

A receiving lawyer is prohibited from reviewing metadata sent by an 
adversary only where he has actual knowledge that the metadata was 
inadvertently sent. In such instances, the receiving lawyer should not 
review the metadata before consulting with the sending lawyer to 
determine whether the metadata includes work product of the sending 
lawyer or confidences or secrets of the sending lawyer’s client. 
 

Note that the standard set by the District of Columbia Bar is “actual knowledge” 
that the metadata was inadvertently sent.  Similarly, in Ethics Docket No. 2007-
09, the Maryland Bar stated that: 
 

Subject to any legal standards or requirements (case law, statutes, rules 
of procedure, administrative rules, etc.), this Committee believes that 
there is no ethical violation if the recipient attorney (or those working 
under the attorney’s direction) reviews or makes use of the metadata 
without first ascertaining whether the sender intended to include such 
metadata. 
 

Maryland attorneys, therefore, are free to examine metadata without first 
contacting opposing counsel to determine whether it was sent intentionally or 
inadvertently. 
 
 By the fall of 2007, several states had taken the position that it was not 
ethically permissible for the recipient of an electronic document to make use of 
any embedded metadata, while simultaneously opining that attorneys sending 
electronic documents had a duty to take reasonable steps to prevent the 
transmission of client confidences therein.  Arizona joined those states in 
November of 2007, stating in Arizona Bar Opinion 07-03: 
 

Under Arizona’s version of ER 4.4(b), a “lawyer who receives a document 
and knows or reasonably should know that the document was 
inadvertently sent shall promptly notify the sender and preserve the status 
quo for a reasonable period of time in order to permit the sender to take 
protective measures.” While it might be argued that ER 4.4(b) is 
inapplicable because the document was not inadvertently sent, only the 
metadata embedded therein, we think that is an insubstantial distinction. 
If the document as sent contains metadata that reveals confidential or 
privileged information, it was not sent in the form in which it was intended 
to be sent, and the harm intended to be remedied by ER 4.4(b) is the 
same. 
 

 The Colorado Bar entered the fray in May of 2008, determining that “a 
Sending Lawyer has an ethical duty to take steps to reduce the likelihood that 
metadata containing Confidential Information would be included in an electronic 
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document transmitted to a third party7.”  The Colorado Bar then expressly 
rejected the approach taken in New York, Alabama, Florida and Arizona, and 
stated that “a Receiving Lawyer generally may ethically search for and review 
metadata embedded in an electronic document that the Receiving Lawyer 
receives from opposing counsel or other third party8.” 
 
 A few months later, the Maine Board of Overseers of the Bar issued Maine 
Ethics Opinion #196, in which the Maine Bar adopted the New York view that it is 
not ethically permissible for receiving attorneys to mine the metadata embedded 
in electronic documents. 
 
 Obviously, jurisdictions are split on the issue, with at least five states 
taking the position that examining electronic documents for metadata is not 
ethically permissible, while at least two others, along with the District of Columbia 
and the ABA, have taken the opposite position. 
 

2-1.4. Conclusions and Recommendations 
 

 Virginia has not yet taken a position on whether it is permissible for an 
attorney receiving an electronic document to examine it for metadata.  Because 
other jurisdictions are split fairly evenly on the issue, it is difficult to predict with 
certainty which stance Virginia will adopt. 
 
 Almost all jurisdictions, however, have taken a uniform position that an 
attorney sending an electronic document must take reasonable steps to avoid 
transmitting a client’s confidential information in metadata that is electronically 
embedded in the document.  At present, the best options would appear to include 
the following: 
 
 a) Using fax or traditional mail (i.e., “snail mail”) when sending   
  documents to third parties which may contain confidential   
  information or information prejudicial to the client within the   
  metadata. 
  

b) Follow instructions provided by Microsoft for minimizing metadata 
from documents created in Microsoft Word or Microsoft Office.  
Instructions are available for documents created in Microsoft 
programs older than Microsoft Office 2003 at 
http://support.microsoft.com/default.aspx?scid=kb;en-us;223396.  
Instructions for documents created in Microsoft Office 2003 are 
available at http://support.microsoft.com/default.aspx?kbid=834 
427.   Instructions for documents created in Microsoft Office 2007 
are available at http://office.microsoft.com/en-us/help/HA100375 
931033.aspx.  

                                                 
7 Colorado Bar Ethics Opinion 119. 
8 Id. 
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c)  Convert Microsoft Word or Corel Word Perfect documents into 

Adobe PDF documents before sending through e-mail.  Senders 
should be aware, however, that certain metadata may also be 
transmitted in Adobe PDF files. 

 
 d) Purchase and use third-party metadata scrubbing software. 

 
2-2. ELECTRONIC RECORDS 
 

2-2.1. Types of Electronic Records 
 

 For the purposes of this discussion, “electronic records” will be used to 
refer to any collection of words, images or data recorded and stored in electronic 
format.  Examples include word processing files, database files, spreadsheet 
files, digital photographs or videos, e-mails, text messages, and many other 
kinds of electronically stored information. 
 Whenever any of these types of records arise in the course of transacting 
public business, it is a “public record” under the Virginia Public Records Act, §§ 
42.1-76, et seq., VA Code Ann.  Public records must be maintained throughout 
the lifecycle prescribed by the Records Retention and Disposition Schedule 
promulgated by the Library of Virginia pursuant to the Virginia Public Records Act 
(“the Act”).   
 

2-2.2. Records Retention Requirements 
 

 The Library of Virginia has promulgated at least two Records Retention 
and Disposition Schedules of which Virginia local government attorneys should 
be aware.  General Schedule No. 19 deals with Administrative Records of 
County and Municipal Governments9.  These schedules provide a list of retention 
schedules for various types of public records. 
 

2-2.3. Issues Presented by Retention and Disposition Schedules 
 

 As many offices attempt to convert to an increasingly “paperless” world, a 
question arises: can paper public records be reformatted and maintained as 
electronic records?  Yes, according to General Schedule No. 19, which states 
that “[u]nless prohibited by law, records may be reformatted at agency or locality 
discretion.”  Such records must be reformatted in accordance with The Library of 
Virginia Guidelines for Electronic Records and with §§ 17 VAC15-20-10, et seq., 
of the Virginia Administrative Code.   
  

                                                 
9 A copy of Records Retention and Disposition Schedule, General Schedule No. 19, may 
be viewed at http://www.lva.virginia.gov/agencies/records/sched_local/GS-19.pdf. 
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 As with paper records, a Certificate of Records Disposal (Form RM-3) 
must be approved by the designated record officer and on file with the locality 
before any electronic records may be destroyed10. 
 
 E-mails, of course, constitute public records when they relate to the 
transaction of public business.  The Library of Virginia has advised that this 
includes both sent and received e-mail messages, and any attachments 
thereto11. 
 
 Virginia local government attorneys should also be aware that many e-
mail systems are programmed to purge e-mail messages after a certain period of 
time.  E-mails that constitute public records should not be purged from the 
system until after the time period stated in the applicable retention schedule.  
Records management and IT officers must establish sufficient backup systems to 
comply with the records retention schedules. 
 

2-2.4. Virginia Legal Ethics Opinion 1818 
 

 The Virginia State Bar’s Standing Committee on Legal Ethics has 
addressed the issue of converting paper records to electronic format in Legal 
Ethics Opinion 1818.  In that opinion, the Committee opined that an attorney has 
no ethical duty to maintain a paper copy of a client’s file, noting that while Rule 
1.16 addresses what items in a client’s file must be provided to the client, it does 
not dictate the format in which those items must be kept. 
   
 
 
 

 

                                                 
10 See Records Retention and Disposition Schedule, General Schedule No. 19, Policy 
No. 3. 
11 See Library of Virginia Electronic Records Guidelines, which may be viewed at 
http://www.lva.virginia.gov/agencies/records/electronic/electronic-records-guidelines.pdf. 
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Chapter 3 
Litigation Practicalities in the Preservation and  

Discovery of Electronically Stored Data 
 
3-1. PRESERVATION OF DATA OBLIGATION BASED ON KNOWLEDGE 
 OF POTENTIAL CLAIM 
  
  A party must preserve relevant data when the party is fairly put on notice 
that a claim may be asserted against that party.  You cannot destroy (spoliate) 
such data at will after you are on notice of a potential claim in advance of actual 
written claim being asserted, an actual data preservation letter being received or 
an actual lawsuit being filed or served.  Knowledge of a potential claim is enough 
to make subsequent destruction of data an act of spoliation.  Buckley v. 
Mukasey, 538 F. 3d 306, (4th Cir. 2008).   Spoliation can result in sanctions 
(Silvestri v. General Motors Corp., 271 F. 3d 583, 590 (4th Cir. 2001)), including 
an “adverse inference” jury instruction (Vodusek v. Bayliner Marine Corp.,  71 F. 
2d 148, 156 (4th Cir. 1995) or, in the worst case, dismissal of a lawsuit (King v. 
American Power Conversion Corp., 181 Fed Appx 373 (4th Cir. 2006).  Rule 
4:12(b)(2), Rules of the Sup. Ct. of Va.; Rule 37, FRCP. See , Hodge v. Wal-Mart 
Stores, Inc., 360 F. 3d 446 (4th Cir. 2004) for an a comprehensive discussion of 
both the duty to preserve evidence and spoliation claims.   See also Wolfe v. 
Virginia Birth – Related Neurological Injury Compensation Program, 40 Va. App. 
565, 580 S.E. 2d 467 (2003). 
 
3-2. THE PRESERVATION DEMAND LETTER 
 

3-2.1. Preservation Letter From Plaintiff 
 
Depending on the sophistication of  your opposing counsel, you should 

expect to see shortly before or after the filing of a lawsuit a letter from opposing 
counsel notifying you (or demanding you to be aware) that your client should 
retain each and every shred of information relating to the claims being made or 
that will be made.  These letters often describe in rich detail all of the 
electronically stored information (“ESI”) which must be protected including data 
stored on hard drives, on discs, in flash drives, on the mainframe or in individual 
servers.  This includes data in voice mail, webmail, text messages, phone 
cameras and, surveillance video.  (See Appendix A for a simple but effective 
preservation letter; see Appendix B for the “Perfect Preservation Letter”)  Craig 
Ball, the universally recognized guru of e-discovery has written an excellent 
article entitled “The Perfect Preservation Letter” (from which Appendix B was 
taken).   The article is at http://www.craigball.com.  

 
 Make sure that everyone in your locality who may have the opportunity 
and authority to delete a relevant email, erase a 911 voice communications tape 
or otherwise dispose of data is rigorously schooled on his or her preservation 
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obligations.  Any destruction of data, however innocent, after receiving a 
preservation demand letter is almost conclusively presumed to be spoliation.  
Thus, all persons who can delete or destroy data must be told they cannot.  This 
especially includes the IT people who love to “clean out” deleted folders to free 
up storage capacity.  Bureaucrats rebel at having their normal (and legitimate) 
deletion, destruction, and shredding routines interrupted.   Be clear, and firm, 
about the obligation to preserve.    
 
 3-2.2. Spoliation 
  
 Destruction of information due to customary, periodic purging of data 
pursuant to an otherwise legitimate retention/destruction policy is no defense to a 
spoliation claim.  Spoliation is not dependent on bad motive such as an intent to 
willfully destroy harmful evidence.   It is only dependent on an intent to destroy 
data at all.   Legally, spoliation looks more like simple negligence: 1) a duty to 
preserve data, 2) a breach of that duty which 3) causes 4) destruction of data.  
Certainly to your opponent – and perhaps to your judge – even “negligent” 
spoliation may look more like a purposeful attempt to destroy presumably 
damaging evidence.  (See Appendix C)   The spoliation story in Rambus, Inc. v. 
Infineon Technologies, AG, 222 F.R.D. 280 (E. D. Va. 2004) and 220 F.R.D. 264 
(E.D. Va. 2004) should be enough to scare all of us into using greater care to 
ensure that information is preserved and not inadvertently destroyed under a 
retention/destruction policy.  Also see Appendix D, a hair-raising sanctions 
motion related to the Rambus spoliation saga which was filed before the Federal 
Trade Commission. 
 
 3-2.3. Your Preservation Letter 
 
 You should send out your own preservation demand letter.  Private 
plaintiffs often have little worth preserving but you may find something valuable in 
an electronic diary or in a candid email from the plaintiff to an understanding 
friend.  Corporate plaintiffs on the other hand customarily have mountains of ESI 
data and a legion of minions responsible for purging it according to elaborate 
data destruction schedules.  Your preservation letter just might: 1) preserve a 
piece of evidence you can use or, alternatively 2) allow you to ask the court to 
brand the company a “spoliator”.  This is a damaging attack on the credibility of 
an opponent which may, consequently, benefit your case.  Needless to say, you 
must be cleaner than Caesar’s wife in data preservation and discovery disclosure 
to mount a meaningful spoliation offensive. 
 
3-3. DISCOVERY REQUESTS 
 
 3-3.1. Breadth 
 
 Make sure that your discovery requests are broad enough to encompass 
all forms, methods and devices of electronic data storage. (See Appendices E 
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and F for ESI discovery requests).   For emails, you may even want to mandate 
that computer files be searched using, at the very least, a selection of search 
words which you provide.   
 
 3-3.2. Consultants 
 
 Consider hiring a consultant to assist you on how to obtain, search for, 
convert and manage ESI.  Many consultants provide computer forensic services.  
Your police department may do so as well.  Law enforcement officers love to find 
hidden data.  Consider using them to perform forensic tasks.   Craig Ball posts 
“21 Tips for Working with E-Discovery Service Providers” on his website (copy 
attached as Appendix G) which is a good check list on how to most efficiently use 
an e-discovery consultant.   
  

3-3.3. Electronically Layered Files 
 
Electronic files may have “drill-down” capabilities.  These capabilities may 

only exist on designated computers and may only be available to specified 
employees with password clearance.  Always ask to have access to “buried” 
layers of data.   This may mean an extra trip to a corporate office.  In a recent 
Chesterfield tax case, it was only by drilling down below the surface of the 
revenue data we were given that allowed us to determine how much revenue 
was being attributed by the company to the office we were taxing and the 
rationale behind the attribution.   This information was valuable in resisting an 
apportionment claim that would have reduced business license tax to less than a 
percent of the tax we assessed.    
 
 3-3.4. Objections to E-Discovery and Privilege Logs 
 
 Objections to ESI requests for production are generally no different from 
objections to producing hard records.  Always object to any definitions or 
instructions that attempt to place greater disclosure burdens on you than the 
burdens already imposed by state or federal (or local) rules.  Remember that 
Rule 26(b)(2)(B), FRCP, offers specific protection from burdensome ESI 
discovery requests.   The attorney-client privilege and work-product doctrine 
applies to ESI.   Be prepared to create a detailed “privilege log” listing each ESI 
communication by date, subject, sender, recipients and claimed protection 
(privilege or doctrine allowing non-disclosure).  See Appendices H & I.  Such logs 
are required under Rule 4:1(b)(6), Rules of Sup. Ct. of Va. and Rule 26 (b)(5), 
FRCP.  Trial judges have been known to compel discovery of otherwise 
protected data that has not been disclosed on a privilege log or to personally 
(and carefully) scrutinize emails or other information that was not initially placed 
in a privilege log to assess the validity of the protection being claimed.  (Appendix 
J) 
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 3-3.5. Rule 26 
 
 Rule 26 of the FRCP governs both discovery and “pre-discovery” 
discovery.  The rule aggressively mandates disclosure of (among many other 
things) all relevant information, including electronically stored information, in a 
party’s possession.    Rule 26(b)(2)(B) allows protection to a party for disclosure 
of ESI that is “not reasonably accessible because of undue burden or costs”, 
subject always to the court ordering production “for good cause”.  Parties must 
also meet and confer about preserving discoverable information and developing 
a discovery plan.  The plan must contain a section on disclosure or discovery of 
ESI “including the form or forms in which it should be produced.”  (See Appendix 
K for a proposed ESI discovery plan).  
 
 3-3.6. Electronic Data Article 
 
 There is an excellent short article on electronic data including ESI 
discovery entitled “Electronic Data: A Commentary on the Law in Virginia in2007” 
at 42 U. Rich. L. Rev. 355 (2007).  
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